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Abstract—There is a rapidly growing demand for individuals
in cybersecurity and a deficit of persons able to fill those roles.
To help meet this need, students not majoring in computing
can be utilized to fulfill this demand by exposing them to
data mining, cybersecurity practices, and application of these
concepts in the field. This paper presents findings from a twenty-
one-week program in which minority undergraduate college
students, all members of the Reserve Officer Training Corps
(ROTC), were taught computer programming, natural language
processing, data visualization, and computer vision fundamentals.
Midshipmen and cadets used their newly gained knowledge,
teamwork, planning, and communication skills to develop a
threat detection prototype using publicly available social media
data. Results from pre and post python assessments and post-
program interviews that recorded participant attitudes and self-
efficacy are reported to highlight the program’s effectiveness.
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I. INTRODUCTION

Unlike the first wars that were fought with sticks and stones,
modern warfare is a high-tech battlefield where social media
has emerged as a surprising — and effective — weapon [1].
From the online recruitment of civilians for terror groups,
such as ISIS, to Russian hacking to disrupt the American
election; states and nonstates have found a way to weaponize
social media as a means to influence the digital population [1].
They now have the power to target people within a society,
influence their beliefs and behaviors, and diminish trust in
the government and public institutions [2]. To win these
unorthodox wars, early threat detection is key; however, with
a 2.93 million deficit of cybersecurity professionals, detecting
cyber threats early on is unlikely [3]. To fill this growing
gap, defend against cyber threats, and strengthen our nation’s
cyber forces, many institutions have begun to implement cyber
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education to provide all educated individuals a level of cyber
education appropriate for their role in society [4].

II. PROGRAM OVERVIEW

The program was an intensive twenty-one-week, fall,
and spring application of a product-oriented research-and-
development program that enabled ROTC midshipmen and
cadets to contribute technically to cyber and electronic warfare.
The cohort consisted of fifteen ROTC students (seven male
and eight female) that were primarily non-computing majors;
only one was a Computer Science major. Traditional class
sessions were held once a week for 3 hours to ensure the
program’s progression and the completion of the prototype.
The program was facilitated by an African-American female
research scientist and three African-American male under-
graduate research assistants, all with computing backgrounds.
At its core, the program taught fundamental programming
concepts and the Python programming language. The program
further emphasized cybersecurity and data mining techniques
that aided students in developing a prototype tool.

Throughout the program, ROTC students were assigned
select lessons from an online Python course to complete. Class
time was split into two parts: lecture and working sessions.
Lectures were presented via powerpoint slides and included
live coding practice exercises where students volunteered
or were called upon randomly to solve problems with the
assistance of their peers. Working sessions were used to start
individual weekly homework assignments, practice concepts
covered in class, and clear confusion on Python concepts.
After the midshipmen showed that they had mastered the
basics, class sessions became strictly working sessions where
teams worked together on making their respective parts of the
tool deliverable.



III. RESULTS

To measure the significant difference between the Python
pre- and post-assessment, a paired-samples t-test was con-
ducted. Fifteen participants completed the entirety of the
pre-test and post-test. There was a significant difference be-
tween the pre-assessment (M=56.07, SD=16.99) and post-test
(M=83.47, SD=10.55), t(14)=6.555, p=0.001 (uppertail).

A. Post-Program Interviews

After the program ended, all of the ROTC students were
asked a series of qualitative questions that would allow them
to articulate their experience in the program. The answers col-
lected from the student interviews imply several findings. The
first being that students were knowledgeable of the diversity
gap in the computer science field, and because of this, they
were obliged to have space where they could work alongside
other minorities. One midshipman explained how being around
other minority ROTC students that were excelling in the
program encouraged her to do better. She also mentioned
that she had not heard much about cybersecurity prior to this
program. Providing an opportunity for an underrepresented
group of students to engage with each other in a field that
lacks minority representation presented the students with a
distinctive experience in the computer science field.

The second finding to be implied was that the program
influenced the students’ career choices by exposing them to
computer science; thus, making them want to pursue careers
in cybersecurity. A student spoke about attending a workshop
and how it made him realize that tech companies such as Dell
are doing their part in trying to diversify the computer science
field. By hosting this workshop that allowed the students to
meet an African American female former Defense Intelligence
Agency CIO/Dell Executive Fellow, reassured the students that
even if they did not have a background in computer science,
they were not excluded from careers in the field.

Lastly, a common reoccurrence throughout the interviews
was the change of the students’ attitudes towards computer
science. Many of these students gained a newfound respect
for the computer science field. Through the program’s team
project students were able to better understand why the need
for cybersecurity is so critical. A student expressed during the
interview that initially before being a part of this program he
thought computer science was not that serious of a major. Now
after designing a tool that centers around cybersecurity he sees
the importance of it.

IV. DISCUSSION

Interactive Learning techniques were used throughout the
program to ensure knowledge retention. These techniques
included pre- and post-assessments, class assignments, home-
work, group assignments, and quizzes. The program was
designed as a multidisciplinary program [5] allowing students
to receive computer programming (via Python), cybersecurity,
and data mining training through relevant subject matters [5].

To support non-CS majors and underrepresented minority
students, the program was developed to be relevant, engaging,

original, and vibrant [6]. Students discussed possible careers
in cybersecurity and their affinity towards operational secu-
rity. Students also discussed being more aware of real cyber
threat scenarios that could affect them and the military as a
profession.

Interactive computer science and cybersecurity programs are
suggested to strengthen cybersecurity performance and identity
[7]. Cybersecurity and data mining interests and attitudes
remained relatively the same from the beginning to the end of
the program, though there were a few students who considered
taking a computer science course or even minor in computer
science. The program was, however, effective at teaching
students computer programming. According to the interviews,
the program also fostered growth in student initiative and the
ability to self-teach.

V. CONCLUSION

It is important to have initiatives such as the program
discussed to expose undergraduate students to cybersecurity
and data mining. This program showed promising results in
finding cybersecurity and data mining to be important, and
for some, a potential career path. The program also improved
undergraduate performance in computer programming, where
all students but one were not computer science majors. Future
programs can explore the impact of their individual activities
and projects to further improve the program’s effectiveness
and pique student interest in cybersecurity. Further research
can benefit from these findings in developing programs to
introduce and expose computer programming, cybersecurity,
and data mining to non-major students as well as to further ex-
plore the impact of being a non-major, minority, and military-
affiliated in learning computer and data science.
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